Privacy for our
customers, and for
their customers

Advantai Group Pty Ltd, a business registered in Australia with ABN 34 606 004
657 (Advantai Group, we, us or our) are committed to protecting the personal
information we collect from, and on behalf of our customers.

Subject to certain well understood exceptions, the Privacy Act 1988 (Cth) (Privacy
Act) and the Australian Privacy Principles (APPs) govern the handling of personal
information in Australia. If you are located in or are a citizen of the European
Union, you may have additional rights under the European Union General Data
Protection Regulation (GDPR). This document sets out how we will manage
personal information.

About Advantai Group

The Advantai Group of companies creates advantages for brands operating
within the telecom and subscription industries through collaboration and bold
innovation.

We also integrate with 3"-party software platforms as part of the service
offering to these brands.

As part of the delivery of platform and process capabilities to our customers we
deal with personal information in the capacity of a service provider to other
organisations who are the primary collector (or ‘data processor’) of end-user
data which we manage on behalf of our customers who engage us to support
their business.

In this privacy policy, when we call you our ‘customer’ it is when you are a direct
customer of ours, and when we call you our ‘customer’s customer’ it is when you
are an end-user of the services we offer to our customers.



Note that this document will in many cases be superseded by our customers’
own privacy policies that their customers (end-users) should be familiar with.

Collection

Types of information collected

If you are our customer, we may collect and hold personal information about
you, that is, information that can identify you, and is relevant to providing you
with the services you are being offered by us. In particular, we may collect:

a. ldentity data including your name, company name and username or
similar identifier;

b. Contact data including your contact details such as your company
address, email address and telephone number;

If you are our customer’s customer, we may be required (on behalf of, and at the
request of our customer) to collect and hold personal information about you,
that is information that can identify you, and is relevant to providing you with
the services our customer is offering to you. In particular we may collect:

c. ldentity data including your name, date of birth, username or similar
identifier;

d. Contact data including your contact details such as your billing and service
address, email address and telephone number;

e. Financial data including payment information;

f. Transaction data including details about payments to and from you, billing
data and other details of products and services you have purchased from
our customer;

g. Technical data including your internet protocol (IP) address, your login
data, browser type and version, time zone setting and location, browser
plug-in types and versions, operating system and platform, and other
technology on the devices you use to access our customer’ websites,
portals or other web resources;

h. Profile data including your username and password, purchases or orders
made by you, your interests, preferences, feedback and survey responses;



i. Usage data including information about how you use our customers’
websites, products and services; and

j- Marketing and communications data including your preferences in
receiving marketing from our customer and your communication
preferences.

Purpose of collection

The personal information that we collect and hold about you depends on your
interaction with us.

If you are our customer, we will generally collect, use and hold your personal
information if it is reasonably necessary for or directly related to the
performance of our functions and activities and for the purposes of:

a. managing our relationship with you; and
b. delivering our services to you.

If you are our customer’s customer, we process your information for the
purposes of providing our services to our customer including for:

c. providing services to you or someone else you know on behalf of our
customer;

d. providing you with promotional material and information about other
goods and services that our customer, their related entities and other
organisations that they have affiliations with, offer what may be of
interest to you;

e. facilitating our internal business operations on behalf of our customer,
including the fulfilment of any legal or regulatory compliance
requirements;

f. analysing our services and customer needs on behalf of our customer
with a view to developing new or improved services.

We have set out below, in a table format, a description of all the ways we plan to
use your personal information, and what reasoning we rely on to do so. We have
also identified what our legitimate interests are where appropriate.

Use of personal data by Advantai Group (directly or on behalf
of our customers)

Purpose/Activity Type of data Lawful basis for
collecting and




processing data
including basis of
legitimate interest

To register you as a new
customer

(a) ldentity
(b) Contact

Performance of a
contract our customer
has with you

To process and deliver
your order including:

(a) Take an order
from you for
services offered
by our customers

(b) Manage
payments, fees
and charges

(c) Collect and
recover money
owed to our
customers

(d) Provision services
for you on behalf
of our customers

(e) Ship goods to you
on behalf of our
customers

(a) Identity

(b) Contact

(c) Financial

(d) Transaction

(e) Marketing and
Communications

(a) Performance of a
contract with you

(b) Necessary to
comply with a
legal or regulatory
obligation our
customers may
have

(c) Necessary for our
legitimate
interests (to
recover debts due
to us or our
customers)

To manage our
relationship with you
which will include:

(a) Notifying you about
changes to our
customers’ terms,
offerings, legislated
regulatory obligations or
privacy policy

(b) Asking you to leave a
review or take a survey

(a) Identity

(b) Contact

(c) Profile

(d) Marketing and
Communications

(a) Performance of a
contract with you

(b) Necessary to comply
with a legal or regulatory
obligation our
customers may have

(c) Necessary for our
legitimate interests (to
keep our records
updated and to study
how our customers’
customers use our, or
our customers'
products/services)




To enable you to
complete a survey

(a) Identity

(b) Contact

(c) Profile

(d) Usage

(e) Marketing and
Communications

(a) Performance of a
contract with you

(b) Necessary for our
legitimate interests (to
study how customers
use our or our
customers’
products/services, to
develop them and grow
our or our customers'’
business)

To administer and
protect our or our
customers’ business,
service offerings and
websites (including
troubleshooting, data
analysis, testing, system
maintenance, support,
reporting and hosting of
data)

(a) Identity
(b) Contact
(c) Technical

(a) Necessary for our
legitimate interests (for
running our or our
customers’ business,
provision of
administration and IT
services, network
security, to prevent
fraud and in the context
of a business
reorganisation or group
restructuring exercise)
(b) Necessary to comply
with a legal or regulatory
obligation our
customers may have

To use data analytics to

(a) Technical

Necessary for our or our

improve our or our (b) Usage customers'’ legitimate
customers’ websites, interests (to define types
products/services, of customers for
marketing, customer products and services,
relationships and to keep websites
experiences updated and relevant, to
develop our or our
customers' businesses
and to inform marketing
strategy)
To make suggestions (a) Identity Necessary for our or our

and recommendations
to you about goods or

(b) Contact
(c) Technical

customers'’ legitimate
interests (to develop our




services that may be of | (d) Usage or our customers’

interest to you (e) Profile products/services and
(f) Marketing and grow our respective
Communications businesses)

Method of collection

If you are our customer or our customers' customer, personal information will
generally be collected directly from you through the use of any of our standard
forms, over the internet, via email, through a telephone conversation with you,
or in person. There may, however, be some instances where personal
information about you will be collected indirectly because it is unreasonable or
impractical to collect personal information directly from you. We will usually
notify you about these instances in advance, or where that is not possible, as
soon as reasonably practicable after the information has been collected. In some
case we rely on our customer to notify you that they may use services like ours
and that personal information may be disclosed to us. We take reasonable steps
to ensure they are aware of and comply with this obligation.

Failure to provide information

If the personal information you provide to us is incomplete or inaccurate, we
may be unable to provide you as our customer or our customers’ customer, or
someone else you know, with the services you, or they, are seeking.

Internet users

If you access our or our customers’ websites that we manage, we may collect
additional personal information about you in the form of your IP address and
domain name.

Our and our customers’ websites use cookies. The main purpose of cookies is to
identify users and to prepare customised web resources for them. Cookies do
not identify you personally, but they may link back to a database record about
you. We use cookies to monitor usage of our and our customers’ websites and to
create a personal record of when you visit our or our customers’ websites and
what pages you view so that we may serve you more effectively.



Our or our customers’ websites may contain links to other websites. We are not
responsible for the privacy practices of linked websites and linked websites are
not subject to our privacy policies and procedures.

Use and disclosure

We will only use your personal information when the law allows us to. If you are
our customers’ customer, generally we only use or disclose personal information
about you for the purposes for which it was collected (as set out above). We may
disclose personal information about you to our customers.

We may also disclose personal information to:

a. Google Analytics who assist our customers in analysing the services we
provide on behalf of them to their customers with a view to developing
new or improved services. Further information how Google Analytics
collects and processes data is available
at www.google.com/policies/privacy/partners; and

b. Third parties to whom we may choose to sell, transfer or merge parts of
our business or our assets. Alternatively, we may seek to acquire other
businesses or merge with them. If a change happens to our business,
then the new owners may use your personal information in the same way
as set out in this privacy policy.

Disclosure of personal
information overseas

We are not likely to disclose your personal information overseas, except as
permitted by the Privacy Act, unless we otherwise advise you in writing.

Marketing

We strive to provide you with choices regarding certain personal information
uses, particularly around marketing and advertising.


https://www.google.com/policies/privacy/partners/

We may use your personal information to form a view on what we think you may
want or need, or what may be of interest to you. This is how we decide which
products, services and offers may be relevant for you (we call this marketing).

You may receive marketing communications from us if you have requested
information from us or purchased services from us and you have not opted out
of receiving that marketing.

We will get your express opt-in consent before we share your personal
information with any third party for marketing purposes.

You can ask us or third parties to stop sending you marketing messages at any
time by following the opt-out links on any marketing message sent to you or by
contacting us at any time.

Where you opt out of receiving these marketing messages, this will not apply to
personal information provided to us as a result of a service purchase, warranty
registration, product/service experience or other transactions.

Disclosure of personal
information overseas

We are not likely to disclose your personal information overseas, except as
permitted by the Privacy Act or, if applicable the GDPR, unless we otherwise
advise you in writing. If we do transfer your personal information overseas, we
ensure a similar degree of protection is afforded to it as set out in this privacy
policy or otherwise required by law.

Security

We store your personal information in different ways, including in paper and in
electronic form. The security of your personal information is important to us. We
take all reasonable measures to ensure that your personal information is stored
safely to protect it from interference, misuse, loss, unauthorised access,
modification or disclosure, including electronic and physical security measures.
In addition, we limit access to your personal information to those employees,
agents, contractors and other third parties who have a legitimate need to know.



They will only process your personal information on our instructions and they
are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal
information breach and will notify you and any applicable regulator of a breach
where we are legally required to do so.

Data Retention

We will only retain your personal information for as long as reasonably
necessary to fulfil the purposes we collected it for, including for the purposes of
satisfying any legal, regulatory, tax, accounting or reporting requirements. We
may retain your personal information for a longer period in the event of a
complaint or if we reasonably believe there is a prospect of litigation in respect
to our relationship with you.

To determine the appropriate retention period for personal information, we
consider the amount, nature and sensitivity of the personal information, the
potential risk of harm from unauthorised use or disclosure of your personal
information, the purposes for which we process your personal information and
whether we can achieve those purposes through other means, and the
applicable legal, regulatory, tax, accounting or other requirements.

Where we anonymise your personal information (so that it can no longer be
associated with you) for research or statistical purposes, we may use this
information indefinitely without further notice to you.

Data Deletion

You may request that your personal information be deleted where we are not
required to retain the information for the purposes of satisfying any legal,
regulatory, tax, accounting or reporting requirements.

We will delete the information using hashing. Personal information will be
replaced with hashed placeholders, and only you will hold the key to decrypt the
hashes.

Where personal information is anonymised it will be performed through the use
of hashing. This is one-way and non-reversible.



Access and correction

You may access the personal information we hold about you, upon making a
written request. We will respond to your request within a reasonable period. We
may charge you a reasonable fee for processing your request (but not for
making the request for access).

We may decline a request for access to personal information in circumstances
prescribed by the Privacy Act, Telecommunications Act, Anti-Terrorism Act or
other legislation or, if applicable the GDPR, and if we do, we will give you a
written notice that sets out the reasons for the refusal (unless it would be
unreasonable to provide those reasons).

If, upon receiving access to your personal information or at any other time, you
believe the personal information we hold about you is inaccurate, incomplete or
out of date, please notify us immediately. We will take reasonable steps to
correct the information so that it is accurate, complete and up to date.

If we refuse to correct your personal information, we will give you a written
notice that sets out our reasons for our refusal (unless it would be unreasonable
to provide those reasons), including details of the mechanisms available to you
to make a complaint.

GDPR Compliance

If you are a European Union resident and your personal information is governed
by the GDPR, you may have additional rights as set out below:

a. Request erasure of your personal information. This enables you to ask us
to delete or remove personal information where there is no good reason
for us continuing to process it. You also have the right to ask us to delete
or remove your personal information where you have successfully
exercised your right to object to processing (see below), where we may
have processed your information unlawfully or where we are required to
erase your personal information to comply with local law. Note, however,
that we may not always be able to comply with your request of erasure



for specific legal reasons which will be notified to you, if applicable, at the
time of your request.

b. Object to processing of your personal information where we are relying
on a legitimate interest (or those of a third party) and there is something
about your particular situation which makes you want to object to
processing on this ground as you feel it impacts on your fundamental
rights and freedoms. You also have the right to object where we are
processing your personal information for direct marketing purposes. In
some cases, we may demonstrate that we have compelling legitimate
grounds to process your information which override your rights and
freedoms.

c. Request restriction of processing of your personal information. This
enables you to ask us to suspend the processing of your personal
information in the following scenarios:

i.  If you want us to establish the information’s accuracy.
ii.  Where our use of the information is unlawful but you do not want us
to erase it.
iii.  Where you need us to hold the information even if we no longer
require it as you need it to establish, exercise or defend legal claims.
iv.  You have objected to our use of your information but we need to
verify whether we have overriding legitimate grounds to use it.

d. Request the transfer of your personal information to you or to a third
party. We will provide to you, or a third party you have chosen, your
personal information in a structured, commonly used, machine-readable
format. Note that this right only applies to automated information which
you initially provided consent for us to use or where we used the
information to perform a contract with you.

e. Withdraw consent at any time where we are relying on consent to process
your personal information. However, this will not affect the lawfulness of
any processing carried out before you withdraw your consent. If you
withdraw your consent, we may not be able to provide certain products or
services to you. We will advise you if this is the case at the time you
withdraw your consent.

Complaints and feedback

If you wish to make a complaint about a breach of the Privacy Act, the APPs, the
GDPR or a privacy code that applies to us, please contact us using the details



below and we will take reasonable steps to investigate the complaint and
respond to you.

If you have any queries or concerns about our privacy policy or the way we
handle your personal information, please contact our privacy officer at:

Street address: Level 5, 44 Pitt St, Sydney, Sydney NSW 2000, Australia
Email address: privacy@advantai.group
Website: www.advantai.group

For more information about privacy in general, you can visit the Office of the
Information Commissioner’s website at www.oaic.gov.au.

If you wish to make a complaint about the collection, use or disclosure of your
personal information, please contact our privacy officer, and we will work with
you to resolve the issue.

If after this process you are not satisfied with our response, you can submit a
complaint to the Office of the Information Commissioner. To lodge a complaint,
visit the ‘Complaints’ section of the Information Commissioner’s website, located
at www.oaic.gov.au/privacy/privacy-complaints to obtain the relevant complaint
forms, or contact the Information Commissioner’s office.

We are not required to appoint a Data Protection Officer under the GDPR but, if
you are located in or are a citizen of the European Union you may have certain
additional rights to make a complaint to the privacy regulator in your home
country of residence.



